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	Q1.
	Which one of the following is not an attack, but a search for vulnerabilities to attack?

	Option A:
	 denial of service

	Option B:
	 port scanning

	Option C:
	 memory access violation

	Option D:
	 dumpster diving

	 
	

	Q2.
	XSS is abbreviated as __________

	Option A:
	 Extreme Secure Scripting

	Option B:
	 Cross Site Security

	Option C:
	 X Site Scripting

	Option D:
	 Cross Site Scripting

	 
	 

	Q3.
	When there is an excessive amount of data flow, which the system cannot handle, _____ attack takes place.

	Option A:
	 Database crash attack

	Option B:
	 DoS (Denial of Service) attack

	Option C:
	 Buffer Overflow attack

	Option D:
	 Data overflow Attack

	 
	

	Q4.
	Which of this is an example of physical hacking?

	Option A:
	 Remote Unauthorised access

	Option B:
	 Inserting malware loaded USB to a system

	Option C:
	 SQL Injection on SQL vulnerable site

	Option D:
	 DDoS (Distributed Denial of Service) attack

	 
	

	Q5.
	The __________________ protects your privacy by bouncing your connection and links around a distributed network over the globe run by volunteers. It gives three layers of anonymity.

	Option A:
	 Cookie removers

	Option B:
	 Private Search Engines

	Option C:
	 Tor browser

	Option D:
	 VPNs

	 
	 

	Q6.
	In asymmetric encryption _____________

	Option A:
	 same key is used for encryption and decryption

	Option B:
	 different keys are used encryption and decryption

	Option C:
	 no key is required for encryption and decryption

	Option D:
	 port scanning

	 
	 

	Q7.
	Which of the following is a private Search-engine and do not track our searching data?

	Option A:
	 Google

	Option B:
	 Search Encrypt

	Option C:
	 Bing

	Option D:
	 Yahoo

	 
	 

	Q8.
	_____________ is the technique used in business organizations and firms to protect IT assets.

	Option A:
	 Ethical hacking

	Option B:
	 Unethical hacking

	Option C:
	 Fixing bugs

	Option D:
	 Internal data-breach

	 
	

	Q9.
	These are a collective term for malicious spying programs used for secretly monitoring someone’s activity and actions over a digital medium.

	Option A:
	 Malware

	Option B:
	 Remote Access Trojans

	Option C:
	 Keyloggers

	Option D:
	 Spyware

	 
	 

	Q10.
	After performing ____________ the ethical hacker should never disclose client information to other parties.

	Option A:
	 hacking

	Option B:
	 cracking

	Option C:
	 penetration testing

	Option D:
	 exploiting

	 
	 

	Q11.
	Which of the following is not an appropriate solution for preserving privacy?

	Option A:
	 Use privacy-focussed SE

	Option B:
	 Use private Browser-window

	Option C:
	 Disable cookies

	Option D:
	 Uninstall Antivirus

	 
	

	Q12.
	____________ is the cyclic practice for identifying & classifying and then solving the vulnerabilities in a system.

	Option A:
	 Bug protection

	Option B:
	 Bug bounty

	Option C:
	 Vulnerability measurement

	Option D:
	 Vulnerability management

	 
	

	Q13.
	__________ is a popular tool used for discovering networks as well as in security auditing.

	Option A:
	 Ettercap

	Option B:
	 Metasploit

	Option C:
	 Nmap

	Option D:
	 Burp Suit

	 
	

	Q14.
	Which command is used to display the unix version

	Option A:
	uname -r

	Option B:
	uname -n

	Option C:
	uname -t

	Option D:
	 kernel

	 
	 

	Q15.
	_______________ is a combined term which encompasses 3 sub-pillars; information privacy, individual privacy, and communication privacy.

	Option A:
	 Digital Integrity

	Option B:
	 Digital privacy

	Option C:
	 Digital secrecy

	Option D:
	 Digital protection

	 
	

	Q16.
	Which of the below-mentioned tool is used for Wi-Fi hacking?

	Option A:
	 Wireshark

	Option B:
	 Nessus

	Option C:
	Aircrack-ng

	Option D:
	 Snort

	 
	 

	Q17.
	_______________ is a popular tool used for network analysis in multiprotocol diverse network.

	Option A:
	 Snort

	Option B:
	SuperScan

	Option C:
	 Burp Suit

	Option D:
	EtterPeak

	 
	 

	Q18.
	___________ is a web application assessment security tool.

	Option A:
	 LC4

	Option B:
	WebInspect

	Option C:
	 Ettercap

	Option D:
	QualysGuard

	 
	 

	Q19.
	Which of the following deals with network intrusion detection and real-time traffic analysis?

	Option A:
	 John the Ripper

	Option B:
	 L0phtCrack

	Option C:
	 Snort

	Option D:
	 Nessus

	 
	

	Q20.
	Which among the following is the least strong security encryption standard?

	Option A:
	 WEP

	Option B:
	 WPA

	Option C:
	 WPA2

	Option D:
	 WPA3

	 
	 

	Q21.
	_________ is the sum of all the possible points in software or system where unauthorized users can enter as well as extract data from the system.

	Option A:
	 Attack vector

	Option B:
	 Attack surface

	Option C:
	 Attack point

	Option D:
	 Attack arena

	 
	 

	Q22.
	When a wireless user authenticates to any AP, both of them go in the course of four-step authentication progression which is called _____________

	Option A:
	 AP-handshaking

	Option B:
	 4-way handshake

	Option C:
	 4-way connection

	Option D:
	 wireless handshaking

	 
	 

	Q23.
	___________________ is alike as that of Access Point (AP) from 802.11, & the mobile operators uses it for offering signal coverage.

	Option A:
	 Base Signal Station

	Option B:
	 Base Transmitter Station

	Option C:
	 Base Transceiver Station

	Option D:
	 Transceiver Station

	 
	 

	Q24.
	___________ has now evolved to be one of the most popular automated tools for unethical hacking.

	Option A:
	 Automated apps

	Option B:
	 Database software

	Option C:
	 Malware

	Option D:
	 Worms

	 
	

	Q25.
	Which of the following is a Wireless traffic Sniffing tool?

	Option A:
	Maltego

	Option B:
	BurpSuit

	Option C:
	 Nessus

	Option D:
	 Wireshark
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